
* Required

2024 Tech Survey for CYBER 
LIABILITY INSURANCE RENEWAL

The survey will take approximately 14 minutes to complete.

Please provide Parish Number, Parish Name and City (ie, 417, All Saints, Stuart) 
OR School Name OR Name of Entity (ie, Emmaus House).  * 

1

Please provide the name and title or primary role of the person completing this 
survey: * 

2
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Yes

No

N/A

Do you collect, store, host, process, control, use or share any private or sensitive 
information* in either paper or electronic form?   * 
*Private or sensitive information includes any information or data that can be used to uniquely
identify a person, including, but not limited to, social security numbers or other government
identification numbers, payment card information, drivers’ license numbers, financial account
numbers, personal identification numbers (PINs), usernames, passwords, healthcare records
and email addresses.

3

If you answered “Yes” to the above question, please provide the approximate 
number of unique paper records. (Otherwise, type "n/a".) * 

4

Also, if you answered “Yes”, please provide the approximate number of unique 
electronic records. (Otherwise, type "n/a".) * 

5
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Yes

No

N/A

Do you collect, store, host, process, 
control, use or share any biometric 
information or data, such as 
fingerprints, voiceprints, facial, 
hand, iris or retinal scans, DNA, or 
any other biological, physical or 
behavioral characteristics that can 
be used to uniquely identify a 
person?
   * 

6

Yes

No

N/A

If you answered “Yes” to the above question, have you reviewed your policies 
relating to the collection, storage and destruction of data with a qualified attorney 
and confirmed compliance with applicable federal, state, local and foreign laws? * 

7
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Yes

No

N/A

Do you use a cloud provider to 
store data or host applications, ie, 
One Drive, GoogleDrive, etc.? * 

8

If you answered “Yes” to the above question, please provide the name of the cloud 
provider. (Otherwise, type "n/a".)
   * 
(If you use more than one cloud provider to store data, please specify the cloud provider
storing the largest quantity of sensitive customer and/or employee records (e.g., including
medical records, personal health information, social security numbers, bank account details
and credit card numbers) for you.)

9

Yes

No

N/A

Do you use anti-virus software and a firewall to protect your network (desktop 
computers & servers)?
       * 
If you answer "No", coverage cannot be bound under this program. 
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If you answered "No" to the above question, please provide details of why you do 
not have anti-virus software or a firewall. (Otherwise, type "n/a".) * 

11

Yes

No

N/A

Do you encrypt all sensitive and confidential information stored on your 
organization's systems and networks? * 

12

Yes, we have a segregation of servers

No, we don't have a segregation of servers

Don't understand the question (please contact the Diocese)

n/a - I answered yes to Q12

If "No" to the above question, is the following control in place? * 
(1) Segregation of servers that store sensitive and confidential information:

13
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Yes, access controls with role-based assignments are in place

No, access controls with role-based assignments are not in place

Don't understand the question (please contact the Diocese)

n/a - I answered yes to Q12

Also if "No", is the following in place? * 
(2) Access control with role-based assignments.

14

 Please provide details on why you do not have any of the above security 
controls in place. (Otherwise, type "n/a".)  * 
(If you answered "No" to Q12 AND Q13 AND Q14, you may not qualify for coverage under
this program.)

15
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Yes

No

N/A

Do you use 2-factor authentication 
to secure all remote access to your 
network, including any remote 
desktop connections? * 
If you answer "No" to this question,
coverage cannot be bound under this
program. 

16

Yes

No

N/A

Do you use 2-factor authentication to secure remote access to your emails 
accounts?
       * 
If you answer "No" to this question, coverage cannot be bound under this program. 

17
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Yes

No

N/A

Do you use Endpoint Detection 
and Response (EDR) or a Next-
Generation Antivirus (NGAV) 
software (e.g., CrowdStrike, 
Cylance, Carbon Black) to secure all 
system endpoints? * 
If you answer "No" to this question,
coverage cannot be bound under this
program. 

18

If you do use an Endpoint Detection and Response (EDR) or a Next-Generation 
Antivirus (NGAV) software, please provide the name of your provider. (Otherwise, 
type "n/a".) * 
(Examples of providers:  CrowdStrike, Cylance, Carbon Black)

19
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Yes

No

N/A

Do you use an email filtering 
solution designed to prevent 
phishing or ransomware attacks (in 
addition to any filtering solution(s) 
provided by your email provider)? * 
If you answer "No" to this question,
coverage cannot be bound under this
program. 

20

If you do use Email Filtering Software, please provide the name of your filtering 
solution provider. (Otherwise, type "n/a".) * 
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Yes, it runs daily

Yes, it runs weekly

Yes, it runs monthly

No

Don't know

I don't understand the question (please contact the Diocese)

N/A

Do you use a data backup solution 
for all critical data?   * 
If you answer "No" to this question,
coverage cannot be bound under this
program. 

22
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Yes

No

N/A

Is your data backup solution 
segregated and/or disconnected 
from your network in such a way to 
reduce or eliminate the risk of the 
backup of the backup being 
compromised in a malware or 
ransomware attack that spreads 
through out the network? * 
If you answer "No" to this question,
coverage cannot be bound under this
program. 

23

Yes

No

N/A

Do all employees with financial or 
accounting responsibilities at your 
church or school complete social 
engineering training which is 
manipulation techniques to gain 
private information, access, or 
valuables? * 

24
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Yes

No

N/A

If you answered "Yes" to the above 
question, does such training 
include phishing simulation?  * 

25

Yes

No

N/A

In the past 12 months, has your parish or school received any complaints or 
written demands or been a subject in litigation involving matters of privacy injury, 
breach of private information, network security, defamation, content infringement, 
identity theft, denial of service attacks, computer virus infections, theft of 
information, damage to third party networks or the ability of third parties to rely 
on the Applicant’s network? * 
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Yes

No

N/A

In the past 12 months, has your parish or school been the subject of any 
government action, investigation or other proceedings regarding any alleged 
violation of privacy law or regulation?  * 

27

Yes

No

N/A

In the past 12 months, has your parish or school been notified customers, clients 
or any third party of any security breach or privacy breach? * 

28

Yes

No

N/A

In the past 12 months, has your parish or school received any cyber extortion 
demand or threat? * 
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Yes

No

N/A

In the past 12 months, has your parish or school sustained any unscheduled 
network outage or interruption for any reason? * 

30

Yes

No

N/A

In the past 12 months, has your parish or school sustained any property damage 
or business interruption losses as a result of a cyber-attack? * 

31

Yes

No

N/A

In the past 12 months, has your parish or school sustained any losses due to wire 
transfer fraud, telecommunications fraud or phishing fraud? * 
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Yes

No

N/A

In the past 12 months, has any IT service provider that your church or school relies 
on sustain an unscheduled network outage or interruption lasting longer than 4 
hours? * 

33

Yes

No

N/A

If you answered "Yes" to the above question, did the you experience an 
interruption in business due to the service providers outage or interruption? * 
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Yes, and it includes length and strength requirements

Yes, but it does NOT include length and strength requirements. 

No, we do not have a policy in place

N/A

Does the parish/school have a 
password policy in place which 
includes length and strength 
requirements?  * 
Examples would be minimum of 15
characters, one capital letter, one
symbol, two numbers.

35

Yes

No

N/A

Does your policy require passwords to expire and be reset after a minimum of 90 
days? * 
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Yes

No

N/A

Do software applications containing confidential information require a separate 
user based password? * 

37

Yes

No

N/A

Is a user-based password required to access each parish/school computer?  * 
If uncertain, enter CTRL-ALT-DEL to lock the computers screen. A password should be required
to unlock the screen.
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Yes

No

N/A

Does each parish/school computer have password-protected hibernation 
enabled?  (If uncertain, go to settings for the computer, select System/Power & sleep, 
Screen should be set to 15 minutes.  Then select Accounts/Sign-in options, Require 
sign-in should be set to "When PC wakes up from sleep". This setting should only be 
accessible by an administrator.) * 

39

Yes

No

N/A

Is there a wireless network 
operating within your 
parish/school property? * 
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Yes, WEP

Yes, WPA

Yes, WPA2

Yes, WPA3

No

N/A

I don't understand the question (please contact the Diocese)

I don't know what we have

Is the wireless network secured by WEP, WPA, or WPA2? * 

41

Yes

No

N/A

Is the wireless access password protected?  * 
For example, if you connect a personal device to WiFi, do you have to put in a password?
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Yes

No

N/A

Do you allow guests on the same 
wireless network that the 
office/school staff uses? * 

43

Yes

No

N/A

Are parish-issued mobile devices utilized for parish/school business?  * 
Mobile devices include laptops, tablets, cell phones, and USB storage devices.

44

Yes

No

Do you allow personal devices (laptops, tablets, thumb drives, portable drives) to 
be used for parish/school business? * 
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If you DO allow personal devices to be used for parish/school business, please 
describe the type of business allowed on non parish-issued mobile devices. 
(Otherwise, type "n/a".) * 

46

Yes, parish-issued only

Yes, personal and parish issued

No

N/A

Are any mobile devices, parish issued or personal, allowed to connect to the 
Parish/School's network either through VPN or email? * 

47

Yes

No

N/A

Are the devices encrypted? * 

48

5/29/24, 3:00 PM Teams and Channels | General | Microsoft Teams

https://teams.microsoft.com/v2/ 21/22



This content is neither created nor endorsed by Microsoft. The data you submit will be sent to the form owner.

Microsoft Forms

Yes

No

N/A

Are the devices password protected? * 

49

Yes

No

N/A

Is there a Mobile Device Use Policy in place? * 

50

Please use the space below for any additional comments.  Thank you for your 
assistance in this important survey as we approach the renewal process for cyber-
liability coverage for all entities within the Diocese of Des Moines. 
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